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Multitasking on a Cortex-M3 Microcontroller

An Introduction to Multitasking in Small Embedded Systems

Microcontrollers (MCUs) that contain an ARM Cortex-M3 core are available from many
manufacturers and are ideally suited to deeply embedded real-time applications. Typically,
applications of this type include a mix of both hard and soft real-time requirements.

Soft real-time requirements are those that state a time deadline—but breaching the deadline
would not render the system useless. For example, responding to keystrokes too slowly may

make a system seem annoyingly unresponsive without actually making it unusable.

Hard real-time requirements are those that state a time deadline—and breaching the deadline
would result in absolute failure of the system. For example, a driver’s airbag would be useless

if it responded to crash sensor inputs too slowly.

FreeRTOS is a real-time kernel (or real-time scheduler) on top of which Cortex-M3
microcontroller applications can be built to meet their hard real-time requirements. It allows
Cortex-M3 microcontroller applications to be organized as a collection of independent threads
of execution. As most Cortex-M3 microcontroller have only one core, in reality only a single
thread can be executing at any one time. The kernel decides which thread should be
executing by examining the priority assigned to each thread by the application designer. In the
simplest case, the application designer could assign higher priorities to threads that implement
hard real-time requirements, and lower priorities to threads that implement soft real-time
requirements. This would ensure that hard real-time threads are always executed ahead of

soft real-time threads, but priority assignment decisions are not always that simplistic.

Do not be concerned if you do not fully understand the concepts in the previous paragraph yet.
The following chapters provide a detailed explanation, with many examples, to help you

understand how to use a real-time kernel, and how to use FreeRTOS in particular.

A Note About Terminology

In FreeRTOS, each thread of execution is called a ‘task’. There is no consensus on
terminology within the embedded community, but | prefer ‘task’ to ‘thread’ as ‘thread’ can have

a more specific meaning in some fields of application.
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Why Use a Real-time Kernel?

There are many well established techniques for writing good embedded software without the
use of a kernel, and, if the system being developed is simple, then these techniques might
provide the most appropriate solution. In more complex cases, it is likely that using a kernel

would be preferable, but where the crossover point occurs will always be subjective.

As already described, task prioritization can help ensure an application meets its processing
deadlines, but a kernel can bring other less obvious benefits, too. Some of these are listed
very briefly below:

e Abstracting away timing information

The kernel is responsible for execution timing and provides a time-related API to the
application. This allows the structure of the application code to be simpler and the overall

code size to be smaller.
¢ Maintainability/Extensibility

Abstracting away timing details results in fewer interdependencies between modules and
allows the software to evolve in a controlled and predictable way. Also, the kernel is
responsible for timing, so application performance is less susceptible to changes in the

underlying hardware.

e Modularity

Tasks are independent modules, each of which should have a well-defined purpose.

e Team development

Tasks should also have well-defined interfaces, allowing easier development by teams.
e Easier testing

If tasks are well-defined independent modules with clean interfaces, they can be tested in

isolation.
e Code reuse

Greater modularity and fewer interdependencies can result in code that can be re-used with

less effort.
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e Improved efficiency

Using a kernel allows software to be completely event-driven, so no processing time is
wasted by polling for events that have not occurred. Code executes only when there is
something that must be done.

Counter to the efficiency saving is the need to process the RTOS tick interrupt and to switch

execution from one task to another.
e |dle time

The Idle task is created automatically when the kernel is started. It executes whenever
there are no application tasks wishing to execute. The idle task can be used to measure
spare processing capacity, to perform background checks, or simply to place the processor

into a low-power mode.
¢ Flexible interrupt handling

Interrupt handlers can be kept very short by deferring most of the required processing to
handler tasks. Section 3.2 demonstrates this technique.

e Mixed processing requirements

Simple design patterns can achieve a mix of periodic, continuous, and event-driven
processing within an application. In addition, hard and soft real-time requirements can be

met by selecting appropriate task and interrupt priorities.
e Easier control over peripherals

Gatekeeper tasks can be used to serialize access to peripherals.

The Cortex-M3 Port of FreeRTOS

The Cortex-M3 port includes all the standard FreeRTOS features:

e Pre-emptive or co-operative operation
e Very flexible task priority assignment
e Queues

e Binary semaphores

¢ Counting semaphores
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e Recursive semaphores
e Mutexes

e Tick hook functions

e |dle hook functions

e Stack overflow checking
e Trace hook macros

e Optional commercial licensing and support

FreeRTOS also manages interrupt nesting, and allows interrupts above a user-definable
priority level to remain unaffected by the activity of the kernel. Using FreeRTOS will not
introduce any additional timing jitter or latency for these interrupts.

There are two separate FreeRTOS ports for the Cortex-M3:
1. FreeRTOS-MPU

FreeRTOS-MPU includes full Memory Protection Unit (MPU) support. In this version, tasks
can execute in either User mode or Privileged mode. Also, access to Flash, RAM, and

peripheral memory regions can be tightly controlled, on a task-by-task basis.
Not all Cortex-M3 microcontrollers include MPU hardware.
2. FreeRTOS (the original port)

This does not include any MPU support. All tasks execute in the Privileged mode and can

access the entire memory map.

The examples that accompany this text use the original FreeRTOS version without MPU
support, but a chapter describing FreeRTOS-MPU is included for completeness (see Chapter
7).

Resources Used By FreeRTOS

FreeRTOS makes use of the Cortex-M3 SysTick, PendSV, and SVC interrupts. These

interrupts are not available for use by the application.

FreeRTOS has a very small footprint. A typical kernel build will consume approximately 6K
bytes of Flash space and a few hundred bytes of RAM. Each task also requires RAM to be

allocated for use as the task stack.
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The FreeRTOS, OpenRTOS, and SafeRTOS Family

FreeRTOS uses a modified GPL license. The modification is included to ensure:
1. FreeRTOS can be used in commercial applications.
2. FreeRTOS itself remains open source.
3. FreeRTOS users retain ownership of their intellectual property.

When you link FreeRTOS into an application, you are obliged to open source only the kernel,
including any additions or modifications you may have made. Components that merely use
FreeRTOS through its published API can remain closed source and proprietary. Appendix 1:
contains the modification text.

OpenRTOS shares the same code base as FreeRTOS, but is provided under standard
commercial license terms. The commercial license removes the requirement to open source

any code at all and provides IP infringement protection.

OpenRTOS can be purchased with a professional support contract and a selection of other
useful components such as TCP/IP stacks and drivers, USB stacks and drivers, and various
different  file  systems. Evaluation versions can be downloaded from
http://www.OpenRTOS.com.

Table 1 provides an overview of the differences between the FreeRTOS and OpenRTOS

license models.

SafeRTOS has been developed in accordance with the practices, procedures, and processes
necessary to claim compliance with various internationally recognized safety related

standards.

IEC 61508 is an international standard covering the development and use of electrical,
electronic, and programmable electronic safety-related systems. The standard defines the
analysis, design, implementation, production, and test requirements for safety-related
systems, in accordance with the Safety Integrity Level (SIL) assigned to the system. The SIL
is assigned according to the risks associated with the use of the system under development,
with a maximum SIL of 4 being assigned to systems with the highest perceived risk. The
SafeRTOS development process has been independently certified by TUV SUD as being in
compliance with that required by IEC 61508 for SIL 3 applications. SafeRTOS is supplied with
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complete lifecycle compliance evidence and has itself been certified for use in IEC 61508, IEC

62304 and FDA 510(K) applications.

SafeRTOS was originally derived from FreeRTOS and retains a similar usage model. Visit

http://www.SafeRTOS.com for additional information.

Table 1. Comparing the FreeRTOS license with the OpenRTOS license

Is it Free?

Can | use it in a commercial

application?
Is it royalty free?

Do | have to open source my
application code that makes use of
FreeRTOS services?

Do | have to open source my

changes to the kernel?

Do | have to document that my

product uses FreeRTOS?

Do | have to offer to provide the
FreeRTOS code to users of my

application?

Can | buy an annual support

contract?

Is a warranty provided?

Is legal protection provided?

FreeRTOS License
Yes

Yes

Yes

No, as long as the code
provides functionality that
is distinct from that
provided by FreeRTOS

Yes

Yes

Yes

No

No

No

OpenRTOS License
No

Yes

Yes

No

No

No

No

Yes

Yes

Yes, IP infringement

protection is provided
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